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Universal Declaration of Human Rights

Article 19

Everyone has the right to freedom of opinion
and expression; this right includes freedom to hold
opinions without interference and to seek, receive and
impart information and ideas through any media and
regardless of frontiers.

Article 20

Everyone has the right to freedom of peaceful
assembly and association.



Online archives are easily censored
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Online archives are easily censored
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UK mobile giant seeks £7.5bn Dutch merger

The Observer, Sunday April 6 2003

Jamie Doward, deputy business editor

A management team from mobile phene giant mmo2 has held exploratery talks with counterparts at Dutch telecom operater KPN to create a
£7.5 billion pan-European wireless champion. Informed sources stressed that the talks, held within the last two months, were informal and
nothing was currently being discussed. However, news that the two sides are contemplating merger (...)
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Landlords must rent out empty homes
The Observer, Sunday April 6 2003
Jamie Doward

Given the way in which it has been described, you could be forgiven for thinking one of the central planks of the Government's solution to the
housing crisis is the most draconian piece of central planning since the Berlin Wall went up. Deputy Prime Minister John Prescott's plan to force
landlords to rent out empty homes - discussed in the Government's Sustainable
{...) to turn around blighted communities face a number of obstacles, writes Jami

Sky wins battle for rolling news audience

The Observer, Sunday April 6 2003

Jamie Doward

Even if, according to the French philosopher Jean Baudrillard, the 1991 Gulf war didn't exist, there can be no such doubts about its successor
Baudrillard's much quoted thesis, famously espoused in the pages of Libération, suggested the first conflict - as seen through the prism of the
media - came to be depicted as an unreal, imaginary place, a giant video game to ()

(...} a new appetite for 24-hour news among British viewers, reports Jamie (...}

Ex-Chance s fraud suspect

The Observer, Sunday April 6 2003

Jamie Doward, deputy business editor

Former Chancellor Norman Lamont has used his influence to try to help a billionaire business associate arrested in Switzerland amid allegations
that his company defrauded another firm of more than €100 million (£67.7m). Lamont wrote two months ago to give the Swiss authorities a
character reference for metals broker Vahid Alaghband, who is one of three (...}
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The Internet facilitates centralisation

Centralised systems work better: So, Norman, any
cheaper, more versatile, and more regrets this time?
efficient

By eliminating distance, the Internet
allows greater centralisation

Centralised archiving of physical
newspapers is awkward, but online

archiving works well

This makes life easier for readers, and

censors too

Many libraries are now dropping
archiving of paper in favour of

electronic subscriptions



George Orwell was an optimist

Who controls the past, controls the future: who
controls the present controls the past

— George Orwell, Nineteen Eighty Four, 1949

The re-writing of history is now much more efficient than when
George Orwell imagined armies of Winston Smiths cutting holes in
newspaper archives



The Internet eases publication too

Craig Murray, was dropped by its
publisher due to libel threats

Even the Cambridge University Press
pulped a book, “Alms for Jihad” by J.
Millard Burr and Robert O. Collins,
following legal action

The lack of support from a publisher and
network of book shops would previously
be devastating

However, the Internet facilitates
self-publishing and marketing




The Internet eases publication too

“The Catholic Orangemen of Togo", by
Craig Murray, was dropped by its
publisher due to libel threats

Even the Cambridge University Press
pulped a book, “Alms for Jihad” by J.
Millard Burr and Robert O. Collins,
following legal action '
The lack of support from a publisher and |8
network of book shops would previously
be devastating

However, the Internet facilitates
self-publishing and marketing
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Internet Connection Map of China

Internet architecture allows censorship

0800 o ki

A
%

: 7
Ll
O =293 w\«hﬁ
Q.VOA&N. ?ﬁaﬁ\
3 .ll‘ V’»« ’Q‘
Do s
S, |
_$Mv R w.&é,

b
A@?

4 3 .7
AV

Diagram: China Internet Network Information Center




What is being blocked, and why

= Human Rights in China - Mozilla Firsfox ==

o Out of the 40 countries studied by the | £ £t dew & Boomars ook Aelp

OpenNet Initiative in 2006, 26
censored the Internet in some way HR‘fC

e The types of material censored varied
depending on country, e.g.:
e Human Rights (blocked in China)

o Other issues censored include: military
and militant websites; sex education,
alcohol/drugs, music; gay and lesbian

@-2-5 00 |\_1 http://www.hrichina.org/public/ir j
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PRESS RELEASE/STATEMENT

Sun Xiaodi Receives Interna
Activism Award

Gansu-based activist Sun Xiaodi,
more than a decade petitioning the
over radioactive contamination from
Uranium Mine in the Gannan Tibetan
Prefecture in Gansu Province, was

yesterday with the Nuclear-Free Fu
described as the globe’s most pre

prize.

sun's award, recognizing his "moral
for an end to the toxic mismanagen
Chinese uranium production,”... M|

PRESS RELEASE/STATEMENT
HRIC Protests Denial of App(
Journalist Zhao Yan

Human Rights in China (HRIC) depl
Higher Court's denial today of an ap |
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What is being blocked, and why

e Qut of the 40 countries studied by the
OpenNet Initiative in 2006, 26
censored the Internet in some way

e The types of material censored varied
depending on country, e.g.:

e Human Rights (blocked in China)
e Religion (blocked in Saudi Arabia,
UAE, Iran, Bahrain)

o Other issues censored include: military
and militant websites; sex education,
alcohol/drugs, music; gay and lesbian
websites; news
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What is being blocked, and why

—[Playboy.com - World of Playboy - Hugh Hefner - Playboy Parties| /[ 1] |

e QOut of the 40 countries studied by the |f==—= e coomne e 2o
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censored the Internet in some way I e T TR T

e The types of material censored varied
depending on country, e.g.: ' o
e Human Rights (blocked in China)
e Religion (blocked in Saudi Arabia,
UAE, Iran, Bahrain)
e Pornography (blocked in Saudi

. ) i \ L S
Arabia, UAE, Iran, Bahrain, THE GHOULS NEXT DOOR
. :\efszr’lsaf:r\‘sagllar:;\?f. bring Halloween thrills and chills to the Mansion for
Singapore, Burma, ...)
DEPARTMENTS

o Other issues censored include: military
and militant websites; sex education, ‘
alcohol /drugs, music; gay and lesbian | =
websites; news

Hangin' with Hef Fiip through phetes
of Hef and his special ladies in Venice,
at the Paws for Style fashion show, the
Fourth of July pool party and more.




Even if a site is accessible, it may be
removed from search engine results
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Resisting Internet censorship

The Net interprets censorship as damage and
routes around it.

— John Gilmore, 1993

No longer true on a technical level: censorship is in the routers.

Remains true on a social level: when material is censored, people
distribute copies and draw attention to them

But what if people are too afraid to do this?



Self-censorship through fear, intimidation,
and punishment

People can be intimidated into not testing rules through fear of
detection and retribution

“I call on Egyptian government
officials to take the necessary
procedures to protect the
Egyptian youth from the spread
of subversive religious ideologies
among them by permanently
shutting down religious
institutions in this country.”

— Kareem Amer (sentenced to
four years’ prison in Egypt)



Freedom of speech and privacy
United States Constitution: 1st Amendment

Congress shall make no law respecting an
establishment of religion, or prohibiting the free exercise
thereof; or abridging the freedom of speech, or of the
press; or the right of the people peaceably to assemble,
and to petition the Government for a redress of
grievances.

Mclintyre v. Ohio Elections Commission

Protections for anonymous speech are vital to
democratic discourse. Allowing dissenters to shield their
identities frees them to express critical, minority views
... Anonymity is a shield from the tyranny of the majority
... It thus exemplifies the purpose behind the Bill of
Rights, and of the First Amendment in particular



Internet surveillance is pervasive

Conventional surveillance methods had
to be targeted

Internet censorship is capable of
monitoring everyone, all of the time

Governments are increasing
monitoring: SORM (Russia), Golden
Shield (China), and Interception
Modernisation Programme (UK)

1 in 7 East German citizens worked for
the Stasi. Today we can achieve the
same results with a fraction of the cost




Traffic data surveillance

e Traffic data (who talks to whom, how often and for how long)
is the core of intelligence capabilities

e This information is cheaper to record and store, compared to
full content

e Because it can be easily processed by computer, data mining
techniques can be used to understand social structures

No government of any colour is to be trusted
with such a roadmap to our souls

— Sir Ken Macdonald, former director of public prosecutions, on
the UK Interception Modernisation Program



Importantly, information on social
networks can be derived

e Communities
e People
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From “The Economics of Mass Surveillance” by George Danezis and Bettina Wittneben



The Transparent Society

David Brin proposed that a world of
pervasive surveillance, balance could
be maintained by allowing everyone to
monitor everyone else

Bruce Schneier retorted that
surveillance amplifies existing powers

Many countries restrict anonymous
speech (e.g. Germany and China)

It is easy for those in power to call on
the weak to link their names to
opinions

Photo: Manos Simonides



Censorship resistance systems

e Software to resist censorship should
e Hide where user is visiting (to prevent blocking)
e Hide who the user is (to protect them from intimidation)
e These properties should be maintained even if the censorship
resistance system is partially compromised



Blocking with technology

When a country’s government controls international
connectivity, they can block requests for banned websites

There are a number of different approaches (DNS blocking, IP
address blocking, etc.)

Software may be produced in-country, but often is an adapted
commercial product

These companies not only make the software, but provide a
continuously updated list of websites to be blocked



Normal web browsing

WEB BROWSER ISP INTERNET

User DNS Server W DNS Server

Web Server

Router

1. User requests www.example.org/page.html

2. DNS lookup for www.example.org

3. Lookup response: www.example.org is 192.0.2.166

4. www.example.org is 192.0.2.166

5. Get web page: www.example.org/page.html at 192.0.2.166
6. Here is www.example.org/page.html

Diagram: Jane Gowan



DNS tampering

WEB BROWSER ISP INTERNET
User DNS Server | DNS Server
1
-
Web Server

Router

1. User requests www.example.org/page.html
2. DNS response: www.example.org does not exist

Diagram: Jane Gowan



IP blocking

WEB BROWSER ISP INTERNET

User DNS Server W DNS Server

Web Server

Router

1. User requests www.example.org/page.html

2. DNS lookup for www.example.org

3. Lookup response: www.example.org is 192.0.2.166

4. www.example.org is 192.0.2.166

5. Get web page: www.example.org/page.html at 192.0.2.166
6. Router drops all packets to 192.0.2.166

7. Browser concludes that www.example.org is inaccessible

Diagram: Jane Gowan



Tradeoffs in blocking systems

DNS blocking
e Easy and cheap to implement
e Blocks at domain name granularity — overblocks protocols,
webpages
e Trivial to bypass
IP blocking

e Easy and cheap to implement
e Blocks at IP address (perhaps port) — overblocks virtual
hosting
Proxy blocking
e Expensive to implement
o Blocks at webpage level — low overblocking
Hybrid blocking — IP based redirection to proxy
e Tricky to get right, but cheap
e Has some vulnerabilities
o Blocks at webpage level — low overblocking



There are many other reasons why people
might want privacy

Ordinary people

e To avoid personal information being sold to marketers
e Protect themselves when researching sensitive topics

Militaries and law enforcement

e To carry out intelligence gathering
e Protect undercover field agents
o Offer anonymous tip lines

Journalists
e To protect sources, such as whistle blowers
Human rights workers

e To publicise abuses and protect themselves from surveillance
e Blogging about controversial subjects

Businesses

e To observe their competition and build anonymous
collaborations



Anonymous communication

People have to hide in a crowd of other people ( “anonymity
loves company”)

The goal of the system is to make all users look as similar as
possible, to give a bigger crowd

Hide who is communicating with whom

Layered encryption and random delays hide correlation
between input traffic and output traffic

’-’-
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Tor is a low-latency anonymity system

Based on technology developed in the Onion Routing project
Commonly used for web browsing (works for any TCP traffic)

Originally built as a pure anonymity system (hides who is
talking to whom)

Now designed to resist censorship too (hides whether someone
is using the system at all)

Centralised directory authorities publish a list of all servers
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Tor hides communication patterns by
relaying data through volunteer servers

Tor user

Web server

Diagram: Robert Watson
«O» «Fr « =>»
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Tor hides communication patterns by
relaying data through volunteer servers

Tor user

Web server

Diagram: Robert Watson
«O» «F»r « =

« =

DA



Tor hides communication patterns by
relaying data through volunteer servers

Toruser
p”

y/

~\
Tor Node \

Tor Node

Tor Network

/

Encrypted tunnel =——— Web server
Unencrypted TCP ——*

Diagram: Robert Watson



Tor hidden services allow censorship
resistant hosting of services

aks - Torora
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_%27how_to_stop_leaks%27_document_is_leaked

article | | discuss view source | [ history

Keep us a strong and independent voice for global justice: contribute today!
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MOD 'how to stop leaks' document is leaked

October 4, 2009

By Tom Chivers (Telegraph)[ 1]

The Defence Manual of Security is intended to help MoD, armed forces and intelligence maintain ion security in the face
foreign spies and others.
But the 2.400-page restricted document has found its way on to Wil a website that publish y leaks of sensitive informat
= Main Page including governments, corporations and religions.
= Main Page (secure) N N N = " . .
+ Country mex Known in the services as Joint Services Protocol 440 (JSP 440), it was published in 2001. As Wikileaks notes, it is the document that is used
- monitoring of certain websites, including Wikileaks itself.
= Contactus Under the section “Leaks of Official Information®, it says: "Leaks usually take the form of reports in the public media which appear to involv
= Media Kit disclosure of official information (whether protectively marked or not) that causes political harm or embarrassment to either the UK Govern

Writer's Kit concerned...

- D . . . .
H”‘”m “The threat [of leakagel is less likely to arise from positive acts of counter-espionage, than from leakage of information through disaffected
- He : !
) Lw:m( result of the attentions of an investigative journalist, or simply by accident or carelessness.”
» suBMIT The document is particularly keen to avoid the attentions of journalists, noting them as "threats" alongside foreign intelligence services, cri

DOCUMENTS and disaffected staff.



How is Tor different from other systems?

Proxy Server




How is Tor different from

other systems?

Proxy Server




Limitations of censorship resistance

Censorship resistance is thought controversial — especially by
the censors

There is something for everyone to like, and something for
everyone to dislike, going on with censorship resistance
systems

Bad people do use them to do bad things (for many different
definitions of bad people)

It is impossible to block bad uses, even if we could come up
with a common definition of bad content

The systems are not perfect, so it is possible some people will
be caught



Conclusions

The Internet and centralisation can
both improve and harm freedom of
speech

Slogans regarding the borderless
nature and inherent freedoms of the
Internet are frequently wrong

Technical details matter: how a
system is implemented can make a
radical difference

Technologies can be used to resist
censorship and improve privacy

However, policies must be changed too
and pressure is needed on legislators

‘The company boasted that it don, which has huge int



One Version of the Future

I'd like to change the design of the Internet by
introducing regulation—Internet passports, Internet police
and international agreement—about following Internet
standards. And if some countries don't agree with or
don’t pay attention to the agreement, just cut them off.

— Eugene Kaspersky, Co-Founder & CEO of Kaspersky Labs



Another Version of the Future

Increased funding of research and development for
circumvention and anti-censorship technologies

Policy and Legal frameworks for free speech and anonymity
Mobile devices and telco innovation

Ambient connectivity
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presentation.
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