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IN THE FUTURE EVERYONE WILL BE ANONYMOUS FOR 15 MINUTES
— BANKSY
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THE Tor ProOJECT, INC.

¢) 501(c)(3) NON-PROFIT DEDICATED TO
THE RESEARCH AND DEVELOPMENT OF
TOOLS FOR ONLINE ANONYMITY AND
PRIVACY

TorProject-org (» THOUSANDS OF VOLUNTEERS
RUNNING RELAYS

¢) DOZENS OF VOLUNTEER DEVELOPERS

¢) BETWEEN 7-15 PAID DEVELOPERS AT
ANY GIVEN TIME



ALL PERSONAL LIFE RESTED ON SECRECY,
AND POSSIBLY IT WAS PARTLY ON THAT
ACCOUNT THAT CIVILIZED MAN WAS SO
NERVOUSLY ANXIOUS THAT PERSONAL
PRIVACY SHOULD BE RESPECTED.

- ANTON CHEKHOV

THE LADY WITH THE LITTLE DOG



WHAT IS ANONYMITY?




ANONYMITY ISN'T CRYPTOGRAPHY:
CRYPTOGRAPHY JUST PROTECTS
CONTENTS

“Hi, Bos!” ) i
Hi, Bos!

- <GIBBERISH>
ATTACKER




ANONYMITY ISN'T JUST WISHFUL
THINKING...

“YOU CAN'T PROVE IT WAS ME!”
“PROMISE YOU WON'T LOOK!”
“PROMISE YOU WON'T REMEMBER!”
“PROMISE YOU WON'T TELL!”

“I DIDN'T WRITE MY NAME ON IT!”

“ISN'T THE INTERNET ALREADY ANONYMOUS?”
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WHAT 1S TOR?

4 ONLINE ANONYMITY: SOFTWARE, NETWORK,
PROTOCOL

% FREE SOFTWARE

% COMMUNITY OF RESEARCHERS, DEVELOPERS,
AND RELAY OPERATORS

& FUNDING FROM US DoD, EFF, VOICE OF
AMERICA, GOOGLE, NLNET, HUMAN RIGHTS
WATCH, ...



THOUGH HE FLICK MY SHOULDERS WITH HIS WHIP
I WILL NOT TELL HIM WHICH WAY THE FOX RAN
- EDNA ST. VINCENT MILLAY

CONSCIENTIOUS OBJECTOR




THREAT MODEL:
WHAT CAN THE ATTACKER DO?

AN

WATCH (OR BE!)

Bos!
CONTROL PART OF THE

NETWORK!



THE SIMPLEST DESIGNS USE A SINGLE
RELAY TO HIDE CONNECTIONS

(EXAMPLE: SOME COMMERCIAL PROXY PROVIDERS)



BUT A SINGLE RELAY (OR
EAVESDROPPER!) IS A SINGLE POINT OF

FAILURE




... OR A SINGLE POINT OF BYPASS




SO, ADD MULTIPLE RELAYS SO THAT
NO SINGLE ONE CAN BETRAY ALICE




A CORRUPT FIRST HOP CAN TELL THAT
ALICE IS TALKING, BUT NOT TO WHOM




A CORRUPT FINAL HOP CAN TELL THAT
SOMEBODY IS TALKING TO BOB, BUT
NOT WHO




BUT THE NETWORK LAYER IS NOT THE
ONLY PROBLEM

& BROWSERS AND PLUGINS CAN DE-ANONYMIZE YOU
TOO

& BROWSERS ARE UNIQUE

& PLUGINS ALMOST ALWAYS IGNORE PROXY
SETTINGS

& PLAINTEXT OVER TOR STILL PLAINTEXT



TORBUTTON

& FIREFOX EXTENSION (CHROME IN-PROCESS)
& ENABLES/DISABLES TOR USE IN THE BROWSER

& DISABLES PLUGINS BY DEFAULT



WHO USES TOR AND WHY?



WHO USES TOR AND WHY?

» NORMAL PEOPLE

» LAW ENFORCEMENT
» HUMAN RIGHTS
ACTIVISTS |
» BUSINESS EXECUTI
o MI ITARIES -
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ToR AND CIRCUMVENTION

New Tor Clients from lranian IP Space
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ToR AND CIRCUMVENTION

Tor Clients from Iranian |IP Space (port 443)
3,000

2 500
2 000

1 500

Approximate Client Count

1.000
2 & O 9O H O O H O P H L O H O

S & & &K &K & & S
©F O 7 O O O O 4t & & & & & &

https://torproject.org/



ToR AND CIRCUMVENTION

WHAT HAPPENED AROUND SEPTEMBER 25", 20097



ToR AND CIRCUMVENTION

WHAT HAPPENED AROUND SEPTEMBER 25", 20097

CHINA BLOCKED MOST OF THE TOR NETWORK IN
ANTICIPATION OF THE CCP 60™ ANNIVERSARY



ToR AND CIRCUMVENTION

Number of directory requests to directory mirror trusted
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ToR AND CIRCUMVENTION

Number of bridge users compared to September 6
7000 % China

6000 % —
5000 %
4000 % —
3000 % —
2000 % —

1000 %

100 % -

| | | |
Sep 10 Sep 17 Sep 24 Oct 01

https-itorproject.org



WANT TO HELP?

% RUN A BRIDGE
4 RUN A RELAY

% HELP US HACK ON STUFEF!

MORE INFORMATION AT HTTPS://WWW.TORPROJECT.ORG/


https://www.torproject.org/

CREDITS AND LINKS

) IRVING PENN / STEINBERG IN NOSE MASK RECREATION:
SUMMER LUU VIA FLICKR
HTTP://WWW.FLICKR.COM/PHOTOS/SUMMERLUU/2388805263/

& "How UNIQUE 1S YOUR BROWSER?”
HTTPS://PANOPTICLICK.EFF.ORG/BROWSER-UNIQUENESS.PDF

) TOR METRICS PORTAL
HTTPS://METRICS. TORPROJECT.ORG/


http://www.flickr.com/photos/summerluu/2388805263/
https://panopticlick.eff.org/browser-uniqueness.pdf
https://metrics.torproject.org/
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