Everyone on the Internet knows you're a dog

Andrew Lewman andrew@torproject.org

08 March 2013



Who is this guy?
501(c)(3) non-profit organization dedicated to the research and
development of technologies for online anonymity and privacy

https://www.torproject.org

TorProject.org



https://www.torproject.org

Internet Freedom

Governments of the Industrial World, you weary giants of
flesh and steel, | come from Cyberspace, the new home
of Mind. On behalf of the future, | ask you of the past to
leave us alone. You are not welcome among us. You have
no sovereignty where we gather.

— John Perry Barlow, “A Declaration of the
Independence of Cyberspace”

February 8, 1996
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China increases Internet
control, takes down hundreds of

websites

.
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Dear User,

Sorry, the requested page is
unavailable.
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If you believe the requested page should not be
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For more information about internet service in Saudi Arabia, please click
here: www.internet.gov.sa
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If You Can See It

You Can

Evolved DPI - See what's flowing through your network
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Major ISPs agree to "six strikes” copyright enforcement plan

By Nate Anderson | Published 9 months ag

American Internet users, get ready for threestrkes "six strikes." Major US Internet providers—including AT&T,
Werizon, Comcast, Cablevision, and Time Warner Cable—have just signed on to a voluntary agreement with the
movie and music businesses to crack down on online copyright infringers. But they will protect subscriber
privacy and they won't filter or monitor their own networks for infringement. And after the sixth "strike," you
won't necessarily be "out."
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T Number of unique Percent of all
racker . . R
domains found on unigue domains
Google Analytics 329,330 84%
Google Adsense 162,584 41%
DoubleClick 122,483 31%
Statcounter 26,806 7%
AddThis 24,126 6%
Cluantcast 24,113 6%
Google Custom Search Engine 20,601 5%
OpenAds 17,608 4%
Omniture 13,126 3%
W ordpress Stats 11,475 3%

Figure 11 Percentage of Domains each Web bug was found on, March 2009
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THE FUTURE ofF PRIVALCY FORUM

WWW.FUTUREDFPRIVACY.ORG

AD EXCHANGE

BUYERS: Advertisers and Agencies
SELLERS: Websites & Ad Networks

Data Exchange
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Market Researcher Analytics Service
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Cannot manage what you cannot measure

OONI : Open Observatory of Network Interference

https://ooni.torproject.org


https://ooni.torproject.org

Thanks!

Visit https://www.torproject.org for more information, links, and
ideas.


https://www.torproject.org

Copyrights

» applied theory, first image: Reporters without Borders,
http://www.rsf.org

> applied theory, second image: Tor Project, Inc,
https://blog.torproject.org/blog/update-internet-censorship-
iran

» applied theory, third image: Information Week,2011-04-09,
http://www.informationweek.com/news/security /attacks,/22940085(

> applied theory, fourth image: Al Jazeera, February 2011

> spring is in the air, Paco Pomet,
http://pacopomet.wordpress.com/



