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What is this Tor thing?



Tor helps people

Estimated 500,000 daily Tor users
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cf. https://metrics.torproject.org/users.html


https://metrics.torproject.org/users.html

Different sorts of people

Anonymity serves different interests for different user groups

Human rights

. “It's reachability!”
“It's traffic-analysis activists

resistance!” T

Governments |<——Anonymity —| Businesses

l “It's network
. security!”
W " Private
It's privacy! .
citizens

Anonymity loves company...



What'’s Tor?

* tor is free software
* Running the Tor anonymity network

+ Supported by The Tor Project, Inc., a 501(c)(3) non-profit
US organization



Onion routing



ldeas behind onion routing

The simplest design use a single
relay to hide connections
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(example: some commercial proxy providers)



|deas behind onion routing

But a single relay (or eavesdropper!) is a single
point of failure
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|deas behind onion routing

.. or a single point of bypass
(timing analysis allows to match sources and destinations)
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ldeas behind onion routing

So, add multiple relays so that no single one can
betray Alice
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ldeas behind onion routing

A corrupt first hop can tell that Alice is talking,
but not to whom
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ldeas behind onion routing

A corrupt final hop can tell that somebody is
talking to Bob, but not who
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ldeas behind onion routing

Alice makes a session key with R1... and then
tunnels to R2... and to R3
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The Tor network



The Tor network

* nearly 4000 relays

+ around 3600 volunteer operators

* current total measured bandwidth 35 Gb/s

+ diversity issue: a mere 40 relays see 80% of the total traffic



The Tor network
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Using Tor



Using Tor: the Tor Browser Bundle

Are you using Tor? - Tor Browser
Fichier Edmug Affichage Historique Marque-pages OQutils Aide
| & Are you using Tor? L+
@V s a torproject.org v G| B~ Q o jd."

Congratulations. Your browser is configured to
use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to
browse the Internet anonymously.

Votre adresse IP semble étre:199.48.147.40

This page is slso available in the following Languages

sec.e (Arsbiya) Burmess fesky dansk Deutsch EMinuiké (Ellinika) English sspafel Estonian w,ls (FSrsi) suomi francais Italian i (Nihonga)
norsk (bokm&l) Nederlands polski Partuuis Portugués do Brasil reménd Pyccwwit (Russkij) Thai Tirkee yipaincoka (ukrajins'ka) Vietnamese TISZ(H)




Using Tor: the Tails live system

(O Applications Raccourcis Systeme & s (3 Bl
T
Fichier Edition Affichage Historigue Marque-pages Outils Aide

i Tails - Nouvelles [+]

boum.org

Tails
The Amnesic Incognito Live System

Frangais (57 %)

Nouvelles

Ici sont annoncées les nouvelles versions publiées, les nouvelles fonctionnalités, et
autres nouvelles. Nous recommandons aux utilisateurs de Tails de s'abonner au fil RSS

de cette page ou 3 la liste de diffusion amnesia-news =. d\ Tor CheCk
| Rss | atom |

Tails 0.17.2 est sorti

Tails, The Amnesic Incognito Live System, version 0.17.2, est sorti

Tous les utilisateurs doivent le mettre a jour dés que possible.

Changements

Les changements notables visibles pour I'utilisateur comprennent

3 | ¢s Tails - Nouvelle:




Using Tor: Orbot and Orweb

BE s T all @ &) 17:02

ﬁ Orbot-Enabled A...J

Mbl COBETYEM BaM |
cKayathb U UCMONb30BaTh
NPpUNOKEHNS, KOTOpLIe
ymetoT paboTaTb
Hanpsimyto Yepes Orbot.
Haxmure Ha KHOMKK
HUDKe, YToBbLI 3amyCcTUTE
TPOLIECC YCTaHOBKM.

- further information about
ORNER(lens ol periitn i safely. You are now free to browse the

¢ 13 1.x)- Bpaysep, paspaboTaHHeIf s
k,J o6ecneqeHns 6eaonacHocTy 1 Ana Internet anonymously.

Gibberbot: Secure chat app with
Off-the-Record Encryption




Circumventing censorship



Tor helps circumventing censorship
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Tor routes around censorship



Censors do not want Tor

+ The list of Tor relays is public

+ Upside: server administrators can block exit nodes if they
really need to

+ Downside: allow blocking access to the Tor network

Direct Tor connections are currently blocked in China, Iran,
Kazakhstan, Syria, the Philippines, ...



Bridges

+ Limited kind of Tor relay

* Private entry point in the Tor network
+ Different pool of bridge addresses

+ Some bridges are completely private

But the arm race goes on...



Censors really do not want Tor

+ Tor traffic is recognizable
+ Deep Packet Inspection became pervasive



Obfuscated bridges

*+ obfsproxy makes traffic to a bridge looks like random noise
* Pluggable transport framework to enable research

But the arm race goes on...



Further developments

Shared secret against active probing

New obfuscation protocols:

* Flashproxy

+ Scramblesuit

* Format Transforming Encryption
* More?



Tor is not magic



Tor does not solve all problems

Threat model:
what can the attacker do?

Alice <—

n
—

Anonymity network Bob

watch Alice!
watch (or be!) Bob!

Control part of the network!



Case study

* | present you Wendy.



Case study

* | present you Wendy.
+ Wendy works at ACME, Corp.



Case study

* | present you Wendy.
+ Wendy works at ACME, Corp.

+ She discovers that ACME is releasing toxic waste in the
environment.



Case study

* | present you Wendy.

+ Wendy works at ACME, Corp.

+ She discovers that ACME is releasing toxic waste in the
environment.

« She wants the word out.



Case study




Case study

How to hide who'’s blowing the whistle?



Case study

In order to publish pictures and other documents about the
issue:

+ Create a blog on a free service.
+ Always connected using Tor.

Pros: provider is unable to tell Wendy’s location

Cons: provider might shut down the blog in case of troubles



Case study

Should Wendy work on her blog at work?

+ Tor traffic might stand out
* obfsproxyssh could do the trick, but not integrated yet



Case study

Should Wendy work on her blog at home?

Watch out for traffic confirmation attacks!



Case study

» Few people can possibly know about this

+ Tor is a low-latency network

+ Monitoring Wi-Fi requires nothing more than being at range
+ Packet flow can match the pattern of publishing a blog post



Case study

Make traffic confirmation attacks harder:

* Blur the local traffic by participating in torrents

+ Blur the remote traffic by uploading unrelated files to the
blog provider

+ Set a publication date so the blog post does not appear
immediately after



Case study

Another option would be to get a journalist to write about the
story.

But we need to train journalists in secure communications!



Case study

What if her computer gets searched or attacked by a malware
planted by the company?

Use Tails:

* No traces on her computers
* Live systems are a lot harder to compromise



Case study

Yet another pitfall: metadata.

Digital cameras embed date, time, serial numbers and other
information in picture file.

Tails ships with the Metadata Anonymization Toolkit which can
easily remove them.



Case study

Summary of a possible solution:

+ Always use Tails

+ Strip metadata using MAT

+ Publish on a blog on a free platform

* Articles can be prepared at home

» The blog takes care of publishing the article at a later time

Wendy should try to imitate someone else writing style to resist
stylometry analysis.



Want to help?



The Tor ecosystem




The Tor ecosystem

hidden services

Nymble

TorBirdy

censorship-timeline




Help is more than welcome!

* Support

+ Translations

* Development (C, Python, C++, JavaScript, Java, ...)
* Research

+ Testing

* Documentation

+ Qutreach

+ Financial support



Questions?
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*+ English support: help@rt.torproject.org
* French support: help-fr@rt.torproject.org
* Press requests: execdir@toproject.org



